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General

In order to use your mobile device within the Media-Saturn’s IT infrastructure it needs to be enrolled

into the Enterprise Mobility Management System Workspace ONE. It enables automatic

configuration (e.g. mail, VPN, WiFi) and remote support. This document describes step by step the

enrollment process for Google Android devices into Workspace ONE.

Current Version 1.12

Next Review
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III. Checklist and requirements

Before you can enroll your Google Android mobile device into Workspace ONE you must meet the following
requirements.

1  Your mobile device must have a battery charge condition of 80%. Tablets must be connected to a
power supply additionally.

2 If a Media-Saturn mail account is already present on your mobile device, please remove it. A
step by step instruction can be found in chapter 8. Deleting your email account will NOT delete
your emails or contact list!

3  Incase you do not have an email account yet, please contact the IT helpdesk. (-3000)

4 For the QR-Activation-Code, please open https://www.mobility.media-saturn.com on another
device, and scan it with your mobile device.

5 A Google account (ID) must be at hand. If you do not own a Google account, please create one at
the following website: https://accounts.google.com/SignUpWithoutGmail

6 Please keep in mind that the encryption of older mobile devices can take a long time (10 to 60
minutes).

IV. Initial setup of your Google Android mobile device

This chapter describes how to setup a new Android mobile device. If you already know how to setup Android mobile
devices you may skip to chapter 6.

In order to make the enrollment and integration of your mobile device as simple as possible, a mobility website has
been provided (https://mobility.media-saturn.com). It contains important information on mobility @ Media-Saturn.

Due to the variety of Android versions and Samsung adjustments you may experience different representations of

the displayed video guides. Please keep this in mind.


https://www.mobility.media-saturn.com/
https://accounts.google.com/SignUpWithoutGmail
https://mobility.media-saturn.com/
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V.  Setting up your Google Android mobile device

Al 100% M

Z.100% 0

-

= .l 100% W

—
v

Welcome!

Terms and Conditions

Have another device?

English (South Africa)
‘ . On O . End User Licence Agreement If you use another Android device, you
English (United Kingdom) Read the End User Licence Agreement cr?n quickly copy your current setup to
%, DEB carefully. It contains important infermatian. This;SM:GISOF,
English (United Stat Learn more
= GAST-WLAN Copy Google accounts, apps
Privacy Policy O and data from your other
f"-;é Schiffl- WLAN User data processed by Samsung is device
i— ACCESSIBILITY governed by the Samsung Privacy Policy.
= Top Learn mare ®  No,thanks

“Z TCP-WLAN Diagnostic data
Y !

| CONSENT TO PROVIDE OK, follow the next steps to set up this
START > == ) DIAGNOSTIC AND USAGE DATA device
%i  DIRECT-JuCLX-3300 Serles Learn mare

NEXT > NEXT > < NEXT >
2| . B | ...
Please select a If a SIM card is Deselect all Select “No,
language. present in your mobile  checkboxes and tap thanks” and tap Next.
device, you may skip Next.

this step.

Otherwise please
select a private WiFi
access point. Do NOT
use “nundsdaten”
WLAN.
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Add your account Google services

These services put Google to

work for you, and you can turn

them on or off at any time for your
johannes_harbs@schiffl.de account.
Data will be used in accordance with
Google's Privacy Policy.

Google

Sign in to get the most out of your
device, Learn more

Email or phene

(] Automatically back up device
data (such as Wi-Fi passwords
and call history) and app data
{such as settings and files
stored by apps) to Google Drive.
Learn more

Or create a new account

< SKIP > < v

Enter your Deselect all
Google ID. checkboxes and tap
If you do not have a Next.

Google ID yet, please
create one according
to chapter 3.

T a1 99% 0

_m»y3-

Protect your phone

Add another email
address

Prevent others from using this phone
without your permission by activating
device protection features. Learn more

johannes.harbs@schiffl.de is ready.

If you also use a personal or Exchange

email, add it now. (O setup fingerprint

0 Personal (IMAP/POP) ®  setup PIN, pattern or password
Yahoo, Outlook.com, etc.

O No, thank you
Not now
® Add later in Gmail app

To add another Google account, see
Settings > Accounts after setup.

< NEXT > < NEXT >

10
Select ,,Not

now" and tap Next.

Set up a PIN as
passcode

% .l 100% M

Set up payment info

Enter your billing information. You won't be
charged unless you make a purchase.

O  AddPaypal
(O Add credit or debit card

@®  No,thanks

CONTINUE >

7

Select “No,

thanks” and tap
Continue.

_~

Select screen lock

Pattern
Medium security

PIN
Medium to high security

Password
High security

11

Select “PIN”

Tl 99% A

-
"

Date & time

Adjust if needed.

Greenwich Mean Time
GMT+00:00

Date

10/01/2017

Time

17:25

< NEXT >

Select Time &
Date and tap Next.

Secure startup

You can further protect this device
by requiring that your PIN be entered
before it starts up. This helps protect
data on lost or stolen devices,

You will not receive any calls,
messages, or notifications, and alarms

will not sound, until the device has
started up.

Require PIN when device O
powers on

Do not require ®

< NEXT >

12
Select “Do not

require” and tap Next.
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PIN must contain at least 4
numbers.

Set PIN

1 2 ABC
4 GHI 5 JKL 6 MNO
7 PORS 8 UV 9 WXYZ

L % | 0 Done

3 DEF

Enter the
desired PIN. Please use
at least 6 digits and no
simple PIN like
“123456”

Copy content from old device

Connect the devices as shown

0Old device New device

Use the supplied USB connector

Supported old devices

+ Android devices: Android 4.3 or higher
+ 105 devices: iDS 5 or higher

+ BlackBerry devices: BlackBerry 7

LATER >

17 " 2
Select “Later”.

Notifications

Select display options for notifications
on the lock screen.

Show content ®
Hide content (@)

Do not show notifications (O

NEXT >

14

Select ,Show

Content”

Get weather forecasts

View the weather forecast for your current
location on the home screen.

[[] Consent to use of location information
Learn mara

[[] Consent to enable Location and
change Locating method

Learn mare

H

LATER AGREE TO ALL

18
Deselect all

checkboxes and tap
Later.

csmmaee

Use fingerprints

The screen lock type is currently set as PIN.

Tap SET UP to enable Fingerprint lock and use
fingerprints to unlock the device as well as
your PIN,

LATER SET UP

15 )
Optional: Add a

fingerprint.

Tl 99% 0

Easy mode

Off ©,

Use a simpler home screen layout, and
larger text and icons.

FINISH >

Your mobile
device is now
configured. Select
Finish.
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Samsung account

Enjoy our services and keep your data up
ta date and secure across devices.

ID

Password

Forgotten your ID or password?

CREATE ACCOUNT

Skip the
creation of a Samsung
account.

Phone
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VI. Enrolling into Workspace ONE

To enroll into the Enterprise Mobility Management system Workspace ONE, please follow the next steps.

3@ 0 92% W09:28

HOME GAMES MOVIES & TV

(-] o A4 o ]
ForYou  TopGCharts  Premium  Categories  Fan
Premium games MORE

Q- ’i& [
Element D OK Golf ¢ Evoland o Little
forl

43 €09 €299 €0.59 €499 €059 46+

Explore recommended games MORE

Gallery Camera Play Store Google

Spaceflight

pnulator

® 0

Internet Apps

c e

Phone

¥ spacefliaht Simulator : M

n Please open the

Google Play Store (App
Store).

tapping “Google Play”.

(=

< intelligent hub @

nt Hub

iorksg

Intedl
Q ,r: igel

(&
o
@51 o
‘ MORE INFO INSTALL
You might also like MORE
B ) !
' (]
Boxer i Web i Microsoft i Cont
Workspac... Workspac Outlook Work
37 % 4% 43 5
Similar apps MORE

hub” in the search box and
select the corresponding
result shown here.

< intelligent hub

Intelligent Hub

UNINSTALL

You might also like

&
>Jol o

Boxer i Web i Microsoft
Workspac. Workspac Outlook
37 14> 43

Similar apps

open the app once
installed.

=
,

(=

MORE

i Cont
Work

MORE

n Use the search by u Enter ,intelligent n Select “Install” and
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0 0

)

[5) Allow Hub to Direct {. Allow Hub to make

{0 take photos or ~ ! i
?
videos? -
DENY ALLOW
DENY ALLOW

G—‘E}E QR CODE B orcope
u Please select ,, QR n Allow access to the Scan this QR Code. n Allow Access to
Code”. camera. phone calls.

Alternative select “Server
details” and enter the
provided Server address
and Group ID.

X < Activate device administrator?
Grant Permissions (= e ey
Set password rules

length and the charactees aliowed in screen lock
d= and PIN:

Hub needs to be the device administrator
sa that it can pas

MedisMarktSaturn attempts

Retll Group

ormact pasawonds enterad when
the

words are entered.

= Pratect your d:

Lock the screen

Contral how and when the ecreen locke.
Pal’t 2: Secul’e Set lock-screen password explration
Change how frequently the screen leck password, PIN, ar
TIP pattem must be change

Set storage encryption
Select Activate on the next screen Require that stored app data be encrypted.

Dizable cameras

Prevent use of all o
' . Di

qiwlejrjtiyjujijolp Preven

evice cameras

le features in keyguard
e of some features in keyguard

. ACTIVATE
als|dlflglh]ilk]! G" A

CANCEL
L&

A s o ™ (F UNINSTALL APP

n Please enter your m Select “Next”. Select “Next”. Select “Activate”.
Windows account

credentials.
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Secure

Install Enterprise Service

Your IT department requires you to install a
service to unlock enterprise capabilities on
your device

Click Centinue to install this app and
Activate it as device administrator

CONTINUE

Please select
“Continue”.

2oe

KLMS Agent

Samsung KNOX Privacy Notice

Samsung Electronics ("Samsung”) KNOX
offers a comprehensive mohile security
solution for business and personal use by
providing additional security and protection
for the Android operating system. In
addition, it provides enhanced security for
your device by offering an automatic update
service for its Security Enhanced (SE) for
Android. This automatic update service will
continuously update new security policies to
detect and counteract new malicious code,
and other security risks on your device,

You also understand and agree to the
mechanism that routes network data traffic
through a proxy server or VPN gateway by
default. In order to validate and activate the
KNOX solution and to pr le the automatic

I have read and agree to all the terms
and conditions above.

CANGEL CONFIRM

Select the

Checkbox and tap

“Confirm”.

°f  AirWatch Samsung ELM Ser...

o2 AirWatch Samsung ELM...

Do you want to install this application? It
will get access to:

modify system settings

find accounts on the device

o 0 a3

approximate location (network-based)
precise location (GPS and network-
based)
[ ] modify or delete the contents af your B
SD card App installed.
read the contents of your SD card

L read phone status and identity

DONE  OPEN
CANCEL INSTALL

14 Install the Samsung
Service App.

15 Select “Done” to
continue.

vea Tl 100% W 16:56

< Device administrator

o: AirWatch Samsung Admin E..

AifWatch would like to manage your device
To disable administration you may have to
contact an administrator.

Activating administrator will allow AirWatch
Samsung ELM Service to perform the
following operations:

* Erase all data
Erase the phone's data without warning by
performing a factory data reset.

« Change the screen lock
Change the screen lock.

.

Set password rules

Control the length and the characters
allowed in screen lock passwords and
FINs.

* Monitor screen-unlock attempts
Monitor the number of incorrect passwords
typed when unlocking the screen and lack
the phone or erase all the phone's data if
oo many incorrect passwords are typed.

1 ank tha anvaan

CANCEL ACTIVATE

16 Select “Activate”.
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LA~} Tl 100% W 16:57 vuta Tl 100% W 16:58

Secure Configure

[o— [ e—

Grant permission
The AirWatch Agent needs access 1o the

following various device capabilities sa it can
perform relevant actions.

Part 3: Configure

You have successfully completed
authentication and securing your device

Contacts You will now configure enterprise resources
Used for runtime assigned to your device by your IT
permissions related to ALLOW! department.

contacts and profiles on this

device,

° Loeation
Used for permissions that

allow accessing the device
location.

“ Phone
Used for permissions

hat associated telephony
features.

AlLLow

CONTINUE CONTINUE

Grant access to all 19 Select “Continue”.

listed elements.

= .l 100% W 16:58

T .l 100% 0 16:58

My Device Notifica Device Notifications

ny G4
Z
et ity Narma

Device Status

>
Informatian on the current state of this davice
Gompliance s
Informatian on compliance status o
Profiles >
Alstat profiles nstalled on tis devies
Managed Apps 5
Algtol man 1 Aops on this device
About

>
In‘arrration aboul he agent

Your device is now
registered.

Swipe to

Notifications and
select the Email
notification.

Ea=L N

Configure

Set up your email

Your enterprise email settings have been
received

Click Continue to begin set up

CONTINUE

Select “Continue”.

Email Password Required

Password required for email
configuration - MSH: Native Mail
Client App-EnterpriseExchange

Enter your E-Mail
password

You have completed the initial
configuration for your device. You will
receive a notification if further action is
required.

You can now exit the wizard

EXIT

Select “Exit”.

16:59 Fri, 13 January v
= 17

F @

Wi-Fi Location Sound Auto Blueteoth
DEB ratate

Quick connect Tap here ta connect devices

New email account 1659
Tap here to validate settings and set up email a.

USB for file transfer
Touch far more optians,

NOTI. SETTINGS

Slide down the

status bar and
select the E-Mail
notification.
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.l 100% W 16:59 L=0S) ]

Set up account

< Device administrator

@ Email

Server seg media-saturn.com must be able to
remotely control some security features on
your device

Checking incoming server settings

DELETE  RETRY

Activating administrator will allow Email to
perform the fallowing operations:

* Erase all data
Erase the phone's data without warning by
Media-Saturn performing a factory data reset,

Update security settings to use

Set password rules

CANCEL  UPDATE Control the length and the characters
allowed in screen lock passwords and
PINs.

* Monitor screen-unlock attempts
Monitor the number of incorrect passwords
typed when unlocking the screen and lock
the phone or erase all the phone's data if
100 many incorrect passwords are typed,

* Lock the screen
Control how and when the screen locks.

.

Set screen lock password expiry
th £

e e Tt T

CANCEL ACTIVATE
Your account is 27 Select ,,Update”. Select “Activate”.
being configured. Your E-Mails will

now synchronize.
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VII. Manually finishing work for ,nundsdaten“ WiFi (optional)

Due to technical limitations it’s not possible to auto configure the proxy settings for ,nundsdaten” WiFi by
Workspace ONE on Android mobile devices. For this reason, you have to setup all necessary proxy settings manually
by following the steps below.

d o e 1\ f..mn e \ [/ eo=== o

T Ll 0oxll 1528

nundsdaten
Smart network switch Identity

@ e e Anonymous identity

Wi-Fi networks W
Wi-Fi Download Bluetooth | Enter password
booster

= nundsdaten

o 3 Connected
ol Q i) CANCEL  CONNECT
e -

Data usage Sounds and Display %z MSGuest

notifications 5 Open
—_ = Uli's iPhone
— % " secured
Wallpaper Lock screen Notification
panel +  Add Wi-Fi network

r @ g &) (* lzixfcivibinimje|

Flipboard  Dropbox

Finger Scanner Safety Power saving Sym | g5
assistance *

SRy |\ C Sy |\ - (R

U
. v B [ .
Select “Settings”. Select the“Wifi” Next select Scroll down until

icon.

,hundsdaten” WiFi and you see “Identity”.

hold your finger on it for

about 2 seconds. Please enter your
Windows account name
(Identity) without the
domain name.
Furthermore, enter your
Windows password.

Don’t select “Connect”
for now and proceed
with step 5.
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nundsdaten
Show advanced options

| Proxy
Manual v

HTTP proxy used by browser but
may not be used by other
applications

CANCEL

nundsdaten

Proxy hostname
proxy.example.com
Proxy port

8080

Bypass proxy for
example.com,mycomp.test.com

CANCEL

ﬂ Scroll down until

you see a checkbox for
“Advanced options”.
Activate the checkbox
and scroll down once
again until you see
,Proxy“. Please Select
“Manual”.

n Enter the

following information.

Proxy-Hostname
bluecoat.media-
saturn.com

Proxy-Port
80

nundsdaten
Identity

Anonymous identity

Enter password

CANCEL  CONNECT

nundsdaten

Thanks

Scroll down

again and active the
checkbox ,,Server
authentication”.
Afterwards enter your
Windows account name
and password.

Now select “Connect”
and afterwards
“Continue”.
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VIII. Deletion of existing mail account

Before you enroll your mobile device into Workspace ONE you must delete any Media-Saturn mail account.

Otherwise you will face duplicate mail, contact and calendar. Furthermore, it will drain your battery and use up your

data plan volume. Please follow the following next steps.

T a1 99% M 15:47

Google

a &
roe
[ Q

Galerie Kamera  Play Store Google

Ceo6

Telefon  Nachrichten  Internet Menii

1
. Go to the App

,Menu“.

LoEe T4l 100% M 12:23

< Accounts MORE

G Google
EE Microsoft Exchange Active..

+  Add account

Samsung  Google

»0

Camera Contacts

Memo Play Music

S Planner Secure Net

Wi-Fi

(D

Updates

n Select

,Settings”.

LYue Tl 100% M 12:24

€ Microsoft Exch e

) Remave account
Microsoft Exchang . .,

Sync Calendar @
Last synced on 1/15/17 20:42 —
Sync Contacts @
Last synced on 1/15/17 20:42

Sync Email =
Last synced on 1/16/17 12:22 —
Sync Tasks ®

Last synced an 1/15/17 20:42

F il 100% M 12:23

Settings SEARCH
EDIT
Sounds and Display Themes
vibration
Lock screen and Battery User manual
security

© wiFi

o Bluetooth

Airplane mode

Mobile hotspot and tethering

Data usage

©@0ee®o

NFC and payment

u Scroll down

until you see
,Accounts”. Then
select it.

LYue F.a100% M 12:23

& Microsoft Exchange Activ.. MORE

carells@media-saturn.com
Microsoft Exchange ActiveSyne

Sync Calendar @
Last synced on 1/15/17 20:42

Removing the account will delete
all of its messages, contacts,
and other data from the device.
Continue?

CANCEL REMOWE ACCOUNT

LoEe F il 100% M 12:23
Settings SEARCH
Wallpaper
Themes

Home screen

Lock screen and security
Privacy and safety

Easy mode

Accessibility

Accounts

Google

Samsung Cloud

Backup and reset

n Select

“Accounts”.
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7
n Select the mail n Select “More” . Select ,,Remove

account type and tap on “Remove account”.
(Microsoft Exchange Account”.
ActiveSync).
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IX. Password Change

Every three months, the E-Mail password needs to be changed. After you have selected a new password on your

computer, you need to change it on the mobile device as well.

Qe F .4l 98% 08 12:01
Inbox = F
MedizSaurn it
e Unread 20
ding Agent  MS AppStore sdtng.info Sort by

REMINDER: § o
Overdue case  COMpose event invitation

sdtng.info
REMINDER: & Setl\ngs
Overdue cases for working user Carell Se.

sdtng.info@media-saturn.co..  Jan14
REMINDER: S4TNG OVERDUE CASES
Overdue cases for working user Carell Se.

Google

sdtng.info@media-saturn.co...  Jan13
REMINDER: $4TNG OVERDUE CASES
Overdue cases for working user Carell Se.

sdtng.info@media-saturn.co..  Jan12
REMINDER: S4TNG OVERDUE CASES
Overdue cases for working user Carell Se...

000

Gallery Camera  Play Store
= Reuter, Marcus Jan 11
AW Case 5913603 has changed! (Priifun..,
Hallo Herr Carell, Anpassungen am Load..
t . = s4tng.info@media-saturn.co...
REMINDER: S4TNG OVERDUE CASE!
Overdue cases for werlr=g user Cavzt' S

Phone es Internet

Open the E-
Mail App.

Tap on “More”
and open up settings.

Qe T .4l 98%H 12:01
< Exchange server settings
Account

Email address

Domain\username

Server settings
Exchange server
seg.media-saturn.com

Use secure connection (SSL)

[] Use client certificate

DONE

Enter the new
password and select
“Done”.

Qe % .l 98%0 12:01
< Email settings
Accounts

Media-Saturn
Last synced on 1/16/17 12:01

+ Add account

General

Auto fit content

Shrink email content to fit the screen. 1
Content can still be viewed in detail by N
zaaming in

Noitifications
Receive notifications on the status bar from priority
senders and added accounts.

Spam addresses

Edit the list of addresses registerad as spam

Select the
Media-Saturn account.

Q@ T4 98%012:01

< Media-Saturn REMOVE

Empty server trash

In case of sync conflict
Server has priority

Sync Contacts
Last synced on 1/16/17 1201

Sync Calendar ‘
Last synced on 1/16/17 12:01 e

Sync Task
Last synced on 1/16/17 12:01

Sync Messages
Sync turned off.

Advanced settings

Security options
Manage encryption and signature options for
outgoing email.

Exchange server settings

Scroll all the
way down to the
bottom and select
“Exchange server
settings”.
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